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Safeguarding national cyberspace is not only
a security imperative but a cornerstone for
sustainable economic grow thand digital 
resilience.

Cyberspace is now a central theatre of operations powering economies, governance and
national security. As Kenya accelerates its digital transformation, the same ICT dependencies 
that enable innovation also introduce systemic vulnerabil it ies.

In response, the Government of Kenya has undertaken crit ical pol icy, legal,  regulatory and
institutional steps including the Computer Misuse and Cybercrimes Act 2018 and the
National Cybersecurity Strategy 2022-27

These interventions ensure protection and resi l ience of Crit ical Information Infrastructure,
incident response, public safety, harmonized handling and prosecution of cybercrime and
national security. Additionally, Kenya's aspiration to accede to the Budapest Convention on
Cybercrime underscores its commitment to international cooperation and al ignment with global 
best practices.

The Government continues to bui ld capabil it ies for cyber threat monitoring, sector-specif ic 
training, incident response coordination and enhanced international partnerships.

Kenya welcomes global stakeholders to participate in Cyber First East Africa 2026 on 08 July 
in Nairobi  a premier platform for cybersecurity dialogue, innovation and collaboration. NC4
affirms its mandate to ensure a secure cyberspace for Kenya and Its People. .



Be a part of the Cyber First Movement and lead the charge 
toward a strategic, resilient and innovative economy!

Organizations are currently grappling with a severe 96% talent shortage, with only 1 ,700

certif ied experts available to meet a national requirement of over 40,000. The rise of Agentic AI 

and Deepfakes has introduced a new era of 'Algorithmic Warfare' that legacy systems are 

ill-equipped to handle.

Over 4.5 billion cyber threats have been detected between October – December 2025. That is a 

441% jump. 21.8 million security advisories sent out by KE-CIRT/CC for the need to patch systems, 

multifactor authentication, configure firewalls.

Cyber First East Africa 2026 serves as the definit ive national nexus for C-level executives, 

technology leaders, and policymakers to synchronize efforts against a backdrop of escalating 

digital warfare. Scheduled for 08 July 2026, in Nairobi, this summit is acting as a launchpad for

forward-thinking strategies and tangible resilience in the Silicon Savannah. 2026 is the pivotal year 

where cybersecurity transitions from a side project to core infrastructure for Africa’s digital 

economy. 

 



Losses from cybercrime reached 

an estimated KES 29.9 billion in 

2025.

Cybersecurity incidents saw a 247% annual

increase in 2025

In early 2025, Kenya recorded over 46,786 (1116%) DDoS incidents, the highest in 

East Africa and third highest on the continent.

Over 19.95 million advisories were issued in Q3 2025, a 15.53% rise, emphasizing 

proactive defenses.

The healthcare sector experienced a 95% escalation in ransomware attacks, 

while manufacturing accounts for 26% of all ransomware incidents.

System misconfigurations remain a critical vulnerability, contributing to 70.9 

million malware attacks.
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The market is projected to expand at a CAGR of 10.54% through 2029, reaching an
estimated value of $92.64 million.
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Event
Snapshot 



08:00 – 9:00

09:05 – 09:10 Welcome Remarks 

09:10 – 09:15

09:15 – 09:30

Col Dr James Kimuyu - Director, National Computer and Cybercrimes Coordination Committee (NC4)

09:30 – 10:00

(Governance focused on accountability, reporting, and decision making for cyber risk across sectors, 
how responsibility is shared, what effective governance looks like in practice)

• Safeguarding national critical infrastructure and policy synchronization

• Regulatory expectations, audit findings, corrective action plans

• Third-party and supply chain risk management

10:00 – 10:15

(the tactical enforcement of the 2025 Amendment Act, focusing on how government agencies and regulators 
are transitioning from legislative theory to real-time website deactivation and threat containment)



10:15 – 10:30

10:30 – 11:15

11:15 – 11:45

12:00 – 12:15

(how organizations can prioritize a small set of high-value detection and intel use-cases, instead of drowning in data and alerts)

• Identity centric defence for mobile money and digital channels
• Real time fraud and abuse detection across payment rails
• Endpoint and network protection in branch, agency, and shared-device environments
• Prioritizing data sources & automation boundaries

12:15 – 12:45

(keeping critical services available under intense pressure and concrete strategies for maintaining availability of critical services 
under DDoS waves, network issues, and ransomware across sectors)

• Service classification - what must never go down, for how long
• Technology and process for DDoS mitigation on public services
• Ransomware preparation - segmentation, backup strategy, offline copies, recovery drills
• Interplay between physical incidents and cyber resilience



12:45 – 13:00

13:00 – 13:30

13:30 – 14:00

(how identity abuse drives fraud and disruption across mobile money, digital banking, telco services, and citizen portals)

*Kindly note: This is a draft agenda and is subject to minor changes until 4 days prior to the conference

14:00 – 14:15

14:15 – 14:30

14:30

• Real-time risk scoring for logins and transactions
• Coordinating fraud, cyber, and operations teams
• Securing agents and merchants in mobile money ecosystems
• Protecting privileged admin and operator accounts in telco/gov
• Handling identity in shared-device environments





Who Should Attend

Chief Information Security Officers (CISOs)

Chief Information Officers (CIOs)

Chief Risk Officers (CROs)

Heads of IT & Network Security

Data Protection Officers (DPOs)

Cybersecurity Engineers & Lead Architects

Governance, Risk, and Compliance (GRC) Directors

Cybersecurity Analysts and Specialists

IT Directors and Senior Managers

Government Officials and Policymakers

Compliance and Risk Professionals

Tech Innovators and Consultants

IT Security Vendors

Digital Infrastructure Firms

IInternational Development Agencies

Educational and Training Institutions

Consulting Services Providers

Managed Detection & Response (MDR) and

SOC-as-a-Service Providers

Cloud Security Solutions & Integration Architects

Threat Intelligence & External Attack Surface

Management Firms

Identity & Access Management (IAM) Vendors

Cybersecurity Training, Certification, and

Skilling OrganizationsWho Should Attend

Banking and Financial Services

Government & Public Administration

Telecommunications and ICT

Healthcare & Pharmaceuticals

Energy and Infrastructure

Manufacturing & Supply Chain

E-commerce & Retail





Join us as we celebrate the Cyber First 2026 Awards, honoring those who demonstrate outstanding excellence 

and innovation in operational practices. We'll shine a spotlight on the visionaries and organizations leading the 

way in technological advancements.

Cybersecurity Innovation Award - Recognizing groundbreaking solutions in threat detection and

defence technologies.

Excellence in Cyber Resilience Award - Honouring organizations that have demonstrated robust

recovery and adaptation to cyber incidents.

Emerging Cybersecurity Leader Award - Celebrating young professionals or startups making significant 

contributions to the field.

Public Sector Cybersecurity Achievement Award - Acknowledging government initiatives that enhance 

national digital security.

The Master of the Attack Surface (Zero Trust Pioneer) - This awards a C-suite leader or architectural 

team that has executed the most sophisticated, seamless implementation of Zero Trust Architecture,

effectively neutralizing external and internal threats without hindering business operations.

The Sentinel of Critical Infrastructure - This is dedicated to a public sector entity, utility company, or

financial institution that has implemented highly creative strategies to safeguard national data and

physical infrastructure from disruption.
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